Building an Ontology ofCyber Security

Alessandro Oltramadnd Lorrie Faith Cranor Robert J. Walls and Patrick McDaniel
CyLab, qunegie Mellon University Department of Computer Science
Pittsburgh, USA Pennsylvania State University

University ParkUSA

Abstrac Situation awareness depends on a reliable and large, the concepts and the relationships that structure this
perception of the environment andcomprehension ofits semantic  semarit model are peculiar to the domain. That is, notions that
structures. In this respect, cyberspace presents a unique are suitable for representing security in the physical world
challenge to the situation awareness of users and analysts, since it cannot bedirectly transferredto the cyber environmene (.,
is a uniqguecombination of human and machine elements, whose (yttack attributio®[5]). We build upon existing ontologies
complex interactions occur in a global communication network. expanding them to support novel use casesearsied Our
Accordingly, we outline trl;e underpinnings of an ﬁntology |°f goal is to use the proposed ontology as basis for improving the
?ecure cl)(perz(ijtlons .'g. CX erSpagei. presentllng Vt/ N olr(wtot?]gy situation awareness of cyber defenders, allowing them to make
g:srgef‘g ?ra digtin%rzwriér;groﬁosr:r?waitlirc‘:gn?ézgpoﬁ:ybgrrg:cﬁri tyeto optimal operational decisions every state othe environment.
overcome the current limits of the state of the art. The rest of thepaper is organlzed as folloyv§ectlon I

makes the casefor the adoption ofontologies in the cyber

Keyword$l cyber security, ontology, situation awareness siecurity re~alm; Section Il outlines the structure . of
ontology patterns @RATELOQ a Three Level 6tology for the Cyber &urity
Research Alliance prograrfunded by ARL, and describs

I. INTRODUCTION two simple cyber scenar® modeled by means of our

As disclosed by aecent repoft there has been half a approach; finally Section IV drawspreliminary conclusiors

billion cyber security breaches in the first semester of 20142ndoutlinesanagendéor futureresearch
matching the recordet across the entir@recedent yearln 1.

. . . RELATED WORK
general, his alarming trend should not surprise whewe . . o . .
considerthat the bedrock ofhe Internetis a technological Every science is conceed withdistinctobjecs and strives
infrastructurebuilt almost 35 years ago fdrusted niitary ~ to build rigorous models ofhe phenomenanvolving them
communicationsind notfor dataexchangen thewild (see[1], [6]: accordingly, the objects dcd science of cyber security

p.58). The picture gets even worseéhen consideringthatthe  correspond tathe attributes of (andhe relaions between)
ability to graspthe risk and threats associated with computenetwork of computerdevices security policiesand thetools
networks is averagely poor. recent surveys haveactually —and techniquesof cyber attack and cyber defense [7].
shown that 65% of thevictims of intrusion andinformation  Therefore, masmuch agntologies are formal models af
theftin the private sectoare notified by third parties and that domain building ontologiesof the aforementionedttributes
the detedbn processusually takesup to 13 months(e.g., see  and relationss critical for the transformation of cyber security
(2], p.10). ) o into a science.

Though not exhaustive, sch rough statistics at least In 2010, the DoD sponsored a study to examine the theory
suggest thaif the madequ_acy of the techngl_ogmal infrastucture 5 4 practice of cyber security, and evaluate whether there are
is a key aspectto explainthe vulnerabilities ofmetworked underying fundamental principles that would make it possible

computer systemghe human factoralso plays acentralrole. d entifi h Th d luded
As proposedn [3], to improve situation awarenessusers and to adopt a more sg|ent| IC approach. The study team conclude
! that the most important requirement would be eOth

securityoperatorsa sift of focusfrom systento environment . .
construction of a common language and a set of basic

level is highly necessaryhen modeling cyber scenario® . . .
this end a full-fledged science of cybesecurity needs to be CONCEPts about which the securitgnomunity can develop a

founded, whose coréenetis cognizingthe cyberspaceas a  Shared understanding. A common language and agieenl
hybrid framework of interaction between humansand experimental protocols will facilitate the testing of hypotheses
computes, wheresecurity and privacyoliciesplay a crucial and validation of concepts[8]. The need for controlled
role. As stated by[4], this cognizancedepends on botka vocabularies and ontologies to make progress toward a science
reliable perception of the elements tfie environment and  of cyber security is recognized ] and[10] as well. In this
mostimportantly for our workpn theexplicit representationf =~ domain ontologies would include the classification of cyber
their semantics Accordingly, the currentarticle preserg the  attacks, cyber incidentand maliciousand impacted software
underpinning of an ontologyof securecyber operations: by

2 For instance, exploiting materiavailable inthis portal:

* https://www.riskbasedsecurity.com/reports/2014 http://militaryontology.com/cybersecurityontology.html
MidYearDataBreachQuickView.pdf ® http://cra.psu.edu/
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programs. From our point of viewwhere the human
componentof cyber securityis also essentialthe analysis
needs to be expanddd the different rolesthat attackers,
users, defenders and policiptay in the context of cyber

volume, electric charge), etcbecause of their inherent
generality, they are not suited to model contextual aspects.
NeverthelessjtOsgood practice tadescribethe fine-grained
conceps that constitute @omainlevel ontology in terms of

security the different tasks that the members of a team arfoundational(or top-leve) categories, addingore (ormiddle

assigned to by theeamleader, and the knowledge, skills and
abilities needed to fulfill them.

There has been littleork on ontologies for cyber security
and cyber warfare. Within a broader paper, there is a bri
discussion of an ontology for DDoS atta¢kd] and a general
ontology for cyber warfare is discussed 1?]. To the best of
our knowledge,Obrst and colleaguegl3] provide themost
comprehensivadescriptionof a cyber ontologyarchitecture
whose vsion hasactually inspiredthe work presented in this
paper (the scale of the project and its difficulties aakso
discussed by Dipert ifilQ]). By and large, efforts that have
been made toward dewgling ontologies of cyber security,
even when expressed in OWL, RDF or other Xkhsed
formats, typically do not utilize existing militargiomain or
middle-level ontologies such UCOREL®. With regard to

human users and human computer interaction, the moSf'

important step in understanding a complex new domai
involves producing accessible terminological definitions an
classificaions of entities and phenomena, as stresse@].
Discussions of cyber wiare and cyber security often begin
with the difficulties created by misused terminology (such a
characterizing cylreespionage asaattack: in this regard, the

Joint Chiefs of Staff created a list of cyber term definitions that

has been further develegp and improved in a classified
versior. None of these definitian however, are structured as
an ontology. Likewisge various agencies and corporations
(NIST®, MITRE’, Verizorf) have formulated enumerations of
types of malware, vuokrabilities, and explations In
particular MITRE, which has been very active in this field,
maintains two dictiomdes, namely CVE (Common
Vulnerabilites and Exposure3) and CWE (Common
Weakness Enumeratitfi, a classification of attack patterns
(CAPEC - Common Attack Patter Enumeration and
Classificationt), and an XMl-structured language to represent
cyber threat information (STIX Structure Threat Information
Expressiort?). Regardless ofthe essentialvalue of these
resources, without a Ghared semanticsOthe sprawling
definitions they containare hard to maintainand port into
machinereadabldormats

I1l. A THREELEVEL ONTOLOGY FOR
THE CYBER-SECURITY RESEARCHALLIANCE

leve) notionsto fill contingent conceptual gapBor instance,
an ontology of mineralogghouldinclude notions likedbasaltic
rockQ OextureO and Ometamorphiactior©. In order to
escribethe meaning of thosspecific concepts,high-level
categories such that OobjectO, OqualityCperw&®mustbe
employed; the ontology shouldiso define an intermediate
notion like Ometamorphism®hich iscommonacrossdomains
(biology, chenstry, computer sciencearchitecture etc), to
explainhow thedifferent phasesndproducts and features of
metamorphic reactiorare bound together
Our ontology ofcyber securitymakes no exception to the
tripartite layering describedbove in particular,CRATELO is
an ontological framework constituted oflamainontology of
cyber operationfOSCO) designed on the basis BOLCE top
ontology extended with a securityrelated middlelevel
tology (SECCO). The three levels of CRATELO
schematized in figure) Turrently include223classes and 131

delationships (divided into 116 object properties and 15

datatype properties)and encoded in OWDL. The
expressivity ofthe ontologyis SRIQ, a decidable extsion of

{he description logic SHIN (sg&4] for more details).

DOLCE-SPRAY

Figure 1: The chematics of CRATELO

A. Descriptive Ontology for Linguistic and Cognitive
Engineering DOLCE)
DOLCE is part ofa library of foundational ontologiefor
the Semantic Web developed under the Wonder\Wéb
project®. As reflectedin the acronym, DOLCE holds a
cognitive bias, i.e, aiming at capturing theconceptual
primitives underlying natural language and commonsense
reasoning[15]. In order to reduce the complexity of the

Top-level ontologies capture generic characteristics obxiomatisation, n the current work weadopt DOLCE

world entities, such as spatial and temporal dinterssi

SPRAY*, a simplified version of DOLCIF16].

morphology (e.g., parts, edges, sides), qualities (e.g., color, The oot of the hierarchy 0DOLCE-SPRAY is ENTITY,

“ http://www.slideshare.net/BarrySmith3/universare semantielayer
ucoresl|

® http://publicintelligence.net/defbint-cyberterms/

® http://www.nist.gov/

" http://www.mitre.org/

8 http://www.verizon.com/

® https://cve.mitre.org/

0 http://cwe.mitre.org/
™ https://capec.ntie.org/

*2 https://stix.mitre.org/language/version1.1.1/
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which is defined athe class ofnything that is identifiablas
an object of experience or thought. The finstlevant
distinction is among@ONCRETEENTITY, i.e, whose instances

13 http://lwonderweb.man.ac.uk/

14 Categories are indicated in small caps; relationshipsitatics.
Mutiple individuals instantiating the same category are denoted by
adding an OsO to the category name (REQUIREMENTS).
Presenting the axiomatisation of DOLEGIPRAY is out of scope in
this paper.




CONCRETE ENTITY contextor perspective(e.g, OinstructorOpLAN, namely the
genericdescripton of an actior(such ast®e disassembly of a

CONTINUANT 9mm@) TASK, that is a representation of tBpecificstepsthat
AGENT are neededo execute armmcTION according to aPLAN (e.g,
(F;ER%SU%N Oremoving the magazineOpullO back the slided
SOCIAL GROUP REQUIREMENT,whose instancesan beseen as theonditions
OBJECT that need to be satisfied as part ofLaN (e.g, Ghe weapon
ARTIFACT must be clear before proceedingd specific sukclass of
NATURAL ENTITY PLAN is PoLICY, whose instances need to satisfy specific
SUBSTANCE REQUIREMENTs adopted or proposed by Sos@CIAL GROUP
PHYSICAL QUALITY (e.g., a government, a party, a no profit associatioprivate
TEMPORAL LOCATION company etc). In general, he branch of DOLCESPRAY
SPATIAL LOCATION rooted on CHARACTERIZATION distills the extensios
COMPOSITE QUALITY introduced iff17]. An overviewof DOLCE-SPRAY backbone
taxonomy is represented Figure 2
OCCURRENT
PROCESS B. Security Core Ontology (SECCO)
Q%IIT?;N This section outlines: set of security conceptshased on
DOLCE-SPRAY primitives.

ABSTRACT ENTITY An entity isa THREAT ! for an ASSET" valued bya
ABSTRACT QUALITY STAKEHOLDER # and protectal bya DEFENDER$, if and only
INFORMATION if | is used byan ATTACKER %to exploita VULNERABILITY &
CHARACTERIZATION of " in an OFFENSIVE_OPERATION '(. To prevent'(, a

ROLE specific collection 06ECURITY REQUIREMENTS) s need tobe

PLAN POLICY satisfied bya SECURITY_PoLICY *, enforced to prowt " . But if

TASK '( strikes $ hasto promptly defend" , performing a suitable

REQUIREMENT DEFENSIVE OPERATION $( to deploy a COUNTERMEASURE +
for neutralizing PAYLOAD , conveyed by'( *°. The class

Figure 2:DOLCE-SPRAY backbone taxonomy OPERATIONcan be represented e union of ( and$(: any

OPERATION( is carried outon the basis of MISSION-PLAN -
are located in definite spatemporalregions, andhBSTRACT ~ whose sequence ofilSSION_TASKs . s are executedin (e
ENTITY, whose instances donOt haveerentspatiotemporal Note that in ordeto delineate in a DEFENSIVE_ OPERATION
dimensions CONCRETE ENTITY is further divided into  $(, $would alsoneedto run aRISK-ASSESSMENTH of the RISK
CONTINUANT, OCCURRENT, and QUALITY, respectivelyentities | associated to.s (datatype prperties can be used to
with inherentspatialparts (e.g.artifacts, animalssubstances), represent/ as a parameterization of the expected losses,
entities with inherenttemporal parts (e.g.events, actions, probabilities of attack, et¢’) Theformalizationbelow (+30)

statesjandentities whose existence mnds on their host (for ts basicali t bet SECCO and DOLCE
instance Othe colof a flowerO, Othe duration of a footba”represen = basicaignmen betwesn an

= , o ~ , SPRAY. The relationsisPartOf, participates(and its invese
gameQO0the area of a construction sig2©) DOLCEOdasic P b (

X e O ) hasParticipan}, isQualityOf characterizes definedin
ontological distinctions are maintained DOLCE-SPRAY: satisfies hasRole hasRequirement are imported from

the substantialdifferences come from a) mergingABSTRACT DOLCE-SPRAY. We used selexplanatory abbreviations
and NONEPHYSICALEENDURANT dcztegorges ”|1(FO Dr?LCIE' (e.g, OFF_oPinstead OfOFFENSIVE_OPERATIONJO keep the list
SPRAYOSABSTRACT ENTITY and b) by breaking the class ¢,mnaciwhen possibleFor reasonsof space, presenting a

QUALITY info PHYSICAL QUALITY ard ABSTRACT QUALITY, comprehensive set of axioms for SECCO is out of scope in
moving the latter under the branch ABSTRACT ENTITY. this paper.

Accordingly, he class ABSTRACT QUALITY designates the
qualities that donOt have any defining spatiotemporzfu,,I - . ; I
. ; . TI4506& M 11 "HS ITTL 11 IMIH$96"& Yo ( "H$% 1
dimension, such as the price of goods, the usefulness Ofr%-;-:/ . |"#$$}ﬂ,ﬂ.. |-'|#$<5--;'0/(.TS#$; b 52;
service, etc.A sibling of ABSTRACT QUALITY under the ~7 % 7 70 77 f10 5 imewp &R
ABSTRACT ENTITY branch,INFORMATION refers to any content
that can be conveyed by sonpaysical OBJECT, from the  **Both countermeasures and payloads are aifat some sort, e.g., an
metal boards used fooad signgo the memory location of a  antidote and a poison. S ‘
Python SCriptCHARACTERIZATION is defined 3 a mapping of 17( can bea slngIeACT|0N or a complexcollectionof mtercqnnected _actlons.
n-uples of individuals taruth-values Individuals belonging to ~_ Although risk assessmenneeds to bedone preemptively continuous

Al nitoring is alsaequired for ugto-date situational aareness
CHARACTERIZATION can be regarded to as Oreified conceptsQy our model, instances @f$#%&:( , )'*+)( and ,$#8&'-.1)(

(e.g, Oma_nUfaC.tUYEd Obje)}té and _the irreflexive, are not equal to instances®f,.+123(.402 and, in generak3'+$5267289:;2
antisymmetricrelation characterize associates them withe  <=>;<=28:@=12 A#B=;;C7D>EF2 G:7;8C7?=2 EHZ @)*+)12 JEKBD2
objects they denotéOa collection of vintage shgeginong  ?E>>=<E7D2 8E2 8=CL2 L=LM=>2 A#B<9CIR2BEHR]*'+) (152 $"#N

i relevant subiypes of GuARACTERZATION we can find 1532 9601 20— HE-ACERC? Clonor o¢ T gres ez T
ROLE, i.e, the classification ofan entity according ta given = e L an. . -, T ‘

J=2DE7F82?E7;:D=>289=28JE2?BC;;=;2C;2D:;UE: 7852
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I | executes! MISSION!!"#$ 1!

| 3I'#$"%&'())"*&8/43104+# .

PIEWE 3 1H4,-90,/,%€  BOKYO&'B(e.veerrereeceerrereieeerereneeenns (27).
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SECcCOOsategoriesare positionedt atoo coarsdevel of
granularityto capturethe details of domaispecific scenar®
properties  like THREAT, VULNERABILITY, ATTACK,

COUNTERMEASURE ASSETare orthogonal to different domains

and, in virtue of this, theyan be predicated of @road

spectrum of thingsfor instancejnfections are a threat to the

human bog, Stuxnet is a threat to PLCthe impact oflarge

asteroidson the EarthOs surfaisea threat to the survival of

organiclife forms, dictatorship is @hreat to civil liberties, and
soon and so forthThough there seems to becansensusn
the literatureon the core ontological coepts of securitysee
[18] and [19]), the minimal setpresentedhere has been
occasionallyexpandedilongalternatedirections For instance,
Fenzand Ekelhar{20] introducethe conceptof Ocontro)®y
means of which stakeholders implement suitable
countermeasures toitigate known vulnerabilitis of asset?.

Qvallet) from OintangibleOones (e.g., €redit card
credentials®where the former can Harthermoresplit into
Omovable@e.g., @ar) Gewelryd and Ounmovable(.g.,
Gous€) @and). Interestingly enoughFenz and Ekelhareify
the procedure ofassessig a risk into the concept ddrating®
whose attributes calme expressed qualitatively (e,dn Likert
scaleb high, malium and low) or quantitevely (measuring
the probability of a risk)Avilienis and colleagues present a
comprehensivanalysis of securitywhere thenotion of Ofault®
is introduced to denotean interruption of the services
delivered by a given system in the environmé¢pi]. A
middle-level ontology of securitycan be possibly extended
beyondSECCQ in this respectthe key contribution of this
module doesnOt rely on thwverage (or Oconcept densiyO
see [22], p. 18) of security primitives buton the
formalization driven by atop-level ontology Our approach
has some similarities witthe effortdescribedn [23], though
Massacci and colleagu@gere principally concered with the
ontological analysis ofa specific sotware development
methodology Secure Tropas

C. Ontologies ofSecureCyber OperationgOSCO)

One of the majocyber security problemfor government
and corporationsis the widespread Ooperational chaosO
experienced by analystsas Michael Susong has recently
called the phenomenon d@having too many alarmgfalse
positives)in a network not enoughtrainedpeople to deal with
them, and a consequentpoor prioritization of risks and
countermeasur€8®. In this regard, the objective of an
ontology of cyber securityis to shapethat chaosinto a
frameworkof meaningful and reusable chuné&knowledge,
turning theoperationaldisarray into asystematicmodel by
means of whichcyber analystscan improve their situaion
awareness. Asmentioned in section 1 the key to this
augmentedognizanceelies ona consistenaissessment of the
contextandon a comprehensivaunderstandingf its elements
at the semantic leveBut how is a cyber operationsually
defined® In a document released in 2010, the Joint Chiefs of
Staff describesa Ocyberspace operationO as the Oemployment
of cyber capabilities where the primary purpose is to achieve
objectives in or through cyberspace. Such operationsdacl
computer network operatisnand activities to operate and
defend the Global Information Grid@4]. Drawing onthis
broad definitionandrelying onDOLCE-SPRAY and SECCQO
in OSCO we representa CYBER OPERATION # as an
OPERATION executed by CYBER_ OPERATOR$ , who can play
either the role of DEFENDER in a DEFENSIVE CYBER-
OPERATION Or the role ofATTACKER in an OFFENSIVE CYBER-
OPERATION In the context of cyber security we can also
distinguish between thoS@FFENSIVE_CYBER OPERATIONS

A OpolicyGn this context, is defined as a regulatory orwhoseMISSION-PLANS satisfy theOFFENSIVE_REQUIREMENT of

organizational form of contrd SECCOdefinition of poLICY is
more functionalitycenterefl Fenz and Eé&lhart [20] also
outline a taxonomyof assets, distinguishin@tangible(2.g.,

remairing undetectedand thosehat donOt: we use the class
CYBER_EXPLOITATION to the denote the former, ara¥BER-
ATTACK for the latter. As Lin points outin [5], from a
technical viewpoint cybeattacks and cyber exploitations are
very similar: they use the same access paths and focus on the

" Note that and" may or may not coinciden the second case, the latter sgme vulnerabilities. The difference is on tihelivery and
needs to delegate the former to act in her behalf. The notion of delegation

(and trust) in agent ontologies has been extensively studied by [26], but itOs

currently not included in CRATELQ3s (6) shows.

% pr. Micheal Susong is an Intelligence Subject Matter Expert affliated to

2n cyber security exploitations of unknown vulnerabilities correspond to iSIGHT Partners; he gave anvited talk at Carnegie Metin University on

the secalled ZereDay Attacks.
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execution of the PAYLOAD that must

SQL injections) The list of classinclusions below 33-51)

be performed RETRIEVEFILE-SECURELY.TASK can be further divided into
undetectably irCYBER_EXPLOITATIONS (e.g, port scanning or

simpler  temporallystructured and logicallgonnected
subtask. Accordingly, a request for a file can be sent to an

denotes the alignment between OSCO and SECCO categori@gthenticated server only after locating the desired file in the

and some specializations @SCO domain concepts For
reasons of space we could not include a
characterization of specific cyber threats and

vulnerabilities (comprehensive classifications can

network; the inspection of the file can trivially occur only once

formathe file has beernobtained and so on and so forth. In
cyber CRATELO we carexpress these basic temporal constraints by
be means of the foundational layer: in fact, DOLCE includes an

consistentlyfound in militaryreports, doctrines and academic adaptation ofAllen@ axiomsg[28], which areconsidered as

articles- see[25] [26] [27]).

I"#$% 11"HS%&'I( 1 N"HS%&( (3D
OIHSY LM 1L MHS0RI (%&)HH, ! (32
LS00 11T 1L IHE0&) (%&)*+, Iy (33
TS0 LM 1L 1 (39
"OHHS% LM L] T 18%. (35
LS00 1M 1L 06~ L&Y NI nnn(@6)
I"#$%$8&%'()*)%+ 1! I-0"#$%& 18&%. (37
"H$% 11"HS%E& (&)*HE& ] I"1,*%&29%)31&% (39
I"#$% 11"#S$ 1] 1)33%* (39
I"#$% 11"#$%! 11 *4&%)* (40
HS6 11 1IMHS%&M( L M IHS0I & (4 1)
I"H$%6 11"HS%&'( 1 I"HE%& ! I"HSU&'( 1"HS%& (42
I"H$%6 11" HS%E I"HSHUE | I"HS%& (JH)*+ (43
H$%6 11MIHS%E N I"IHS%E !
I S8 F HE%&O0617,%08&)$+T+44
T Pl 11HSY% 11"#$%! (44
"M% 11"IHS%E I I"H'SI !
M 1196+ (5"#$%&0)33%
M | S0 N HS%& (&) & (45)
"M% 1I"HS%E&'()%* I I'HS%&'()%* !
I\ 1+ $-/( 5"#$%8.0)33%4+
I M HSY&! | IMHE | I'HE%&'( 1 1'HS%E  (46)
U6 1S L 1M L0 1M

M 11 $%& & () %! '#$% 11 1#$%& |
I S 1H$%8% (" #$%$&%' () ) %+ 47

"#$% 1"#$%&'('&%) | 1" 1"#$% 11" 1
NI 1 3968 & (1) %! "H#S% 1™ I#$%& |

"# 1"ES0 11" N Mg 1
11 1"#1$%&'&(1)%! I"#$% !1"1#5%& |

nmnn——e—nen- 4 '#$%g&'($)$*+ M# A#$% 1'# (49)

Since the development of a fidtale domain ontology is
currently underway within our pject, for the sake of this

article we will limit ourselves tomodel only two sample
scenarios

1) Example IRETRIEVE FILE_SECURELY

powerful logical theory for temporal representation and
reasoning(the formalization of these axioms has also been
maintained in DOLCE-SPRAY). Moreover, if malware is
detected, the filemust be removed from the host: the
deployment of this preventive countermeasure aims at avoiding
a disrupton of the isolated computer nodeda cyber attack to
the network it belongs to. This countermeasure can be
expressed as a conditional rule formalized in CRATELO by
using an additional modeling apparatus, tlee Semantic Web
Rule Language (SWREJ, which extends OWIDL axioms.

By including rulebased mechanisms in CRATELO we also
comply with the core requisites described[#8] of a full-
fledged cyber ontology architecture.

As the exampleexposesone of the key design principles
underlyingCRATELDO is to separate the temporal dynamics of
cyber operations from the abstract generalizations used to
describe them, i.e., plans, tasks, requirements. This approach
consents tanodel a cyber operation as antaogy pattern
grounded on the top level dyaeTION-CHARACTERIZATION,
unfolded by the middldevel tetrad OPERATION
MISSION_PLAN-MISSION_TASK-SEC REQUIREMENT, and
specified by  CYBER OPERATION-CYBER MISSION PLAN-
CYBER_MISSION_TASK-CYBER_SEQURITY_REQUIREMENT. In
recent yearsQontology patterns@ve becomen impatant
instrumentfor conceptual radeling[29]: the rationalgas our
work suggests,is to identify some minimal knowledge
structures within anontology to be usedfor modeling a
problem (in this regard, the ontology remains the reference
framework whereby the patternan be expanded)This
methodology is also ideal from a reasonstgndpoint For
instance, in[30] the authors state that Omission activities are
tasks focused on answering mission questiofwgit@re the
latter can be seen as partially overlapping thetion of
security requiremeiit but an ontology that fails to
discriminate@civitiesOfrom Gaskwould likely be affected
in its inference capabilities, in the degree that reasoning over
tasks that have not been executed y@fti.e, that are not

Figure 3represents CRATELOOs classes and relationshigstivities ® would not be supporteditOs not difficult to

used to model thRetrieve File SecurelscenarioFor issuesof

imagine thecircumstance where this limit can become a

visudization, thediagramcovers only the most salient notions serious drawback for a cyber analyst: mental simulaison
involved in this cyber operatiorin order to retrieve a file commonly adopted by humans to foresee the outcomes of an
without exposing a computer systerand possibly an entire action before performing it31], and a semantiramewak
networkbto cyber threats, some specific security requirementghere mission activities and tasks are conceptually viewed as

need to befulfiled while carrying out thatopemtion In
particular, as it is also the case for other kindsCeBER-

OPERATION RETRIEVEFILE-SECURELYmMuSt occur over a secure
channel of a network, from authenticated computer(s) an
through authorized server(s). Band large, abiding to these

security requirements while executing the missiontasks
should lead to mission accomplishment.

the same entity precludes thahdmight eventually result into
pervasive logical inconsistencigdf the ambiguity is not
somehow reduced) On the contrary,an ontologypattern
Based on CRAELO allows to specifycyber operationst a
sufficientlevel of conceptuagranularity.

The compositg —
2 http://www.w3.0rg/Submission/SWRL/




evaluation process where the situational awareness of cyber
analystsfrequently changesAlso, each of thosesubactions

has incremental costs and inversely proportional risks: for
instance, ifblocking all the conections to a wb server
eliminates the risk of a reiteratecattack, suspending the
network traffic has a severe impact on the system functionality

external connections and #edirect the incoming traffic to a (e.g.,nodata acces®or authorizedhird partie$: escalation, in

honeypot for further inspection Who can perform these thiS context, is an effective meanto prevent risk
actions?In the real world cyber analysts with different MismanagemenAlthough his simplified scenarigivesonly

responsibilities and privileges usually form a response ;teani Partial accounpf the actions that actu@nalysts haveat
for instance,we can indicate with L1, L2 and L3 the their disposal, usingan ontology of cyber security like

incremental levels of expertise of cyber analysts. AccordinglycRATELO to model intrusion detection can clearly represent
1) would only be performed by L1 analyst®) canonly be & meanto improve situational awareness and fill gemantic

performedby L1 analystsowardL2 analystsor by L2 toward ~ 92P [32]in our understanding of the <_:ogn_itive demands in the
L3; 3) can only beexecutedy L2 analysts and 4) only by L3. cyber World Figure Apresents_a partlal V|ew_of CRATELO
As a matter of fact, gauging which action fits better thetategories and relationssedfor intrusiondetection

situation is not a amshot decision, but rather a mudtiage

Fa spowem
yber-Operation ]

* retrieve-file-s ) * Retrieve-file-s

=

2) Example 2INTRUSION DETECTION

In a simplified scenariovhere anSQL injectionattack is
launched, a defensive cyber operation of
INTRUSION_DETECTION can be dividedrito threeessentiabul>
actions(and correspondingasks) 1) block the IP adess of
the attacker2) to escalag the level of respons&) to block all

authenticated-c
omputer
authorized-serv
er
= TR
* retrieve-file-s - retrieve-file-s Sment . [ secured-channel ]
ecurely ecurely-task

+ .
) e - e
sk sk

Figure 3DA visualization & the RETRIEVE-FILE-SECURELY cyberoperationmodeledn CRATELO. Legend of the arc types: C)hgs subclass® (purple); Ois executed
inO (green); OexecutesO (brown); Ohas partO (yellow); Odefines taskO (diaedé); tQsk@eochre); Osatisfdi3O (fuchsia)satisfies (some)O (electric blue).

* @ locate-file-tas ]
k

* @ escalate-level
task
* @ sql-injection
g
~ “ EScalate-1evel | me s s o o s e e s s
— -
* @ Block-IP-addres
s

* @ Redirect-traffi e -
c v

* @ Block-connectio
n

Figure 4DA subset of actions that can be performed in a cyber operatlamriiSION DETECTION. This diagram showsome ofthe interdependencies between
classe®f actions and levels of expertise of cyber analystgend of the arc types: Ohas subclasti@gurple); @rgets@otted purplE @efend@yellow); Ohas
partOkrowr); @xecutesasklight brown); Gnvolves (only) aget@ gray); Gnvolves(only dsjunction® green).”

* @ intrusion-detec
tion

Z Figure 34 were generated and exported using Ontodrap:(/proegewiki.stanford.edu/wiki/OntoGrafa visualization plugn for ProtZgZ. Even within the
same ontology, Ontograf automatically assigns different colors to arcs when a new figure is created: this explains fnisioaschetween the two figures.
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IV. CONCLUSIONSAND FUTURE WORK

Notwithstanding the proliferation  of taxonomies,
dictionaries, glossariesand terminologies of the cyber
landscape, building a comprehensivedel of this domain
remainsa major objective for the commity of reference, that
includes government agenciesprivate organizations,
researchers anihtelligenceprofessionals Thae are multiple
reasondehindthe discrepancypetween demand and supjolfy
semantic modelsof cyber security. Although wecannot
thoroughly address this topitiere we are firmly convinced
thata greatpart of the poblemis thelack of balance between
the QerticalOand the(orizontabdirectionsof the effort.From
one side, state of the arbnsists ofseveralclassificationsof
the domain, agargued inSection Il:these effortgypically yield

rich catalogs of cyber attacks, exploits and vulnerabilities. Onl[1]

the other sidea rigorousconceptual analysisf the entities and
relationships that are encompasseddifferentcyberscenaios
would also be neededbut little work hasbeen done on ih
horizontal dimension il we exclude the ongoing MITRE
initiative describecby Leo Obrst and colleagues [&3]). In
this paperwe placed ourselves onthe secondperspective
instead of presenting Oyet anotreatalog of cyber notionsn
endeavor thatemainshoweverof undisputableelevancewe
decided to explore in depthe semantic space operatiors.
Our investigdion addresse cyba operations as complex

entities where the human factor is as important as the

technologicalspectrum our ontologicalanalysisis grounded

on a bedrock of foundationatonceptsand reaches the domain

of cyber operations through an intermediktger where core
notionsaredefined.
Future work will focus on the following research steps:
¥  extendingSECCOwith anontologyof risk;
¥ populating OSCO with a large set ofcyber
operdions documented in the literature and
learned from realvorld case stdies
¥ designing and customizing methodology for
ontology validation based on Ocompetency
questions@ubmitted to domain experfalong to
what has beeproposed if20Q]);
¥ runningcyber warfare simulatins within military

exercises, collecting data to be modeled with

CRATELO;
¥ studyingontology mappings betewe€RATELO
and other semantic model¢e.g, MITREOs Cyber

Ontology Architecture), ensuring interoperability

and reusability of the resource.

We areaware ofthe challengs ahead of us in pursuing this
research agendavhich would usually be very difficult to
implement Nevertheless, weOre algersuadedthat in the
broadvision framedby the ARL Cyber Security Collaborative
Research Alliancge what we have described illustrates a
realistic work plarand a necessary stepvardthe foundation
of a science of cyber security
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